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ABSTRACT

Typical methods of checking or attacking the security of block cipher algorithms are differential cryptanalysis and linear
cryptanalysis. Difference-linear cryptanalysis using these two methods have limitation assuming that the differential
distinguisher and the linear distinguisher are independent of each other, and a Differential Linear Connectivity Table (DLCT)
has recently been proposed as a tool to compensate for them[1]. This paper presents an analysis of block cipher 15-round
RECTANGLE through a 13-round differential-linear distinguisher using the proposed DLCT. Also we present a detailed key

recovery algorithm that recovers master key 22 bits through 2™ time complexity and 22 memory complexity.
Keywords: DLCT, DLC, RECTANGLE, Block Cipher, Cryptanalysis
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Fig. 1. First 2-round RECTANGLE Block Cipher
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Notations Explanation
P Plaintext

C Ciphertext

2, Input Difference

2, Output Difference

A Input Mask

Ao Output Mask

Probability of
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Table 4. 4-round Differential distinguisher

Bias

Round (@) Input difference Output difference
0000100000000000 | 0000000000000000

9 4 0000000001000000 | 0000000001000000
0000100001000000 | 0000100000000000
0000000000000000 | 0000000000000000
0000000000000000 | 0000000000000000

3 9 0000000010000000 | 0000000010000000
0000000010000000 | 0000000000000000
0000000000000000 | 0000000000000000
0000000000000000 | 0000000000000000

4 3 0000000100000000 | 0000000000000000
0000000000000000 | 0000000000000000
0000000000000000 | 0000000100000000
0000000000000000 | 0000000000100000

5 3 0000000000000000 | 0000000000000000
0000000000000000 | 0000000000000000
0000000000100000 | 0000000000000000
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Table 5. 5-round DLCT distinguisher £,

Round Input difference Output difference
0000000000100000 0000000000700000

6 0000000000000000 0000000000700000
0000000000000000 0000000000?00000
0000000000000000 0000000000?00000
0000000000?00000 000000000??00?70

7 000000000?000000 000000000??00?70
0000000000000070 000000000??700770
0000000000000700 0000000007700770
0000000007700770 ?700000000007700

8 00000000?7007700 0?70000000000770
07?0000000000?70 00000000??007?00
?20000000000??00 000000000??00?70
?20000000000??00 2000000000000000

9 220000000000??00 0700000000000000
?70000000000?700 0000000000007000
?70000000000?700 0000000000000700
?000000000000000 1000000000000000

10 ?000000000000000 0000000000000000
2000000000000000 0000000000000000
2000000000000000 0000000000000000
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Table 6. 5" round of £,

Prob
Round (22 Input difference Output mask
2000000000000000 | 1000000000000000
10 1.09 2000000000000000 | 0000000000000000
?000000000000000 | 0000000000000000
2000000000000000 | 0000000000000000
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Table 7. First 4-round Linear distinguisher

Bias
Round (2 Input mask Output mask
1000000000000000 | 0000000000000000
1 3 0000000000000000 | 0000000000000000
0000000000000000 | 0000000000000000
0000000000000000 | 1000000000000000
0000000000000000 | 0000000000000000
12 3 0000000000000000 | 0000000000000000
0000000000000000 | 0001000000000000
0001000000000000 | 0000000000000000
0000000000000000 | 0000000000000000
13 9 0000000000000000 | 0000000100000000
0000000100000000 | 0000000100000000
0000000000000000 | 0000000000000000
0000000000000000 | 0000000000000000
14 4 0000001000000000 | 0000001000010000
0000000000010000 | 0000001000010000
0000000000000000 | 0000000000000000

Table 8. Second 4-round Linear distinguisher

Bias
Round () Input mask Output mask
1000000000000000 | 0000000000000000
1 3 0000000000000000 | 0000000000000000
0000000000000000 | 0000000000000000
0000000000000000 | 1000000000000000
0000000000000000 | 0000000000000000
12 3 0000000000000000 | 0000000000000000
0000000000000000 | 0001000000000000
0001000000000000 | 0000000000000000
0000000000000000 | 0000000000000000
13 9 0000000000000000 | 0000000100000000
0000000100000000 | 0000000100000000
0000000000000000 | 0000000000000000
0000000000000000 | 0000001000000000
14 4 0000001000000000 | 0000001000010000
0000000000010000 | 0000000000010000
0000000000000000 | 0000001000010000
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Table 9. Recovered key bits of A1 and K16

Key Recovered key bits
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Table 10. Complexity
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